
FAQs
Data security for the Life 
Whisperer application

How often is the Life Whisperer software updated? How often are the Life 
Whisperer AIs updated? 
Continuing maintenance of the product is an essential part of providing an excellent service to customers, and 
so additional features, fixes, and streamlining are periodically added to the software, with new software 
releases happening approximately once every two or three months. The software deployment process is carried 
out using current best practice for software, and according to rigorous quality management standards 
(ISO:13485). Each release goes through a regulatory check, and an email describing the main changes and 
release timeline is supplied to all users of the software prior to the release. 

The AI algorithms that form the core of the Life Whisperer Viability and Life Whisperer Genetics products are 
locked algorithms. This means that they do not continuously learn and change as patient data are entered. 
Updates to the AI algorithms are significant events planned months in advance, generally in response to new 
ideas or technologies that may improve AI performance. Each time any part of an AI algorithm is updated it 
goes through an extremely thorough validation and verification process to ensure continued performance to 
the levels expected from the Life Whisperer products. As this process is quite intensive, it may only happen once 
or twice a year. If the AI algorithms are updated, customers are informed of the update, and will be assured of a 
continued high level of performance.

Will personal data be transmitted to other countries? Do you obtain consent 
to collect, store, process, and transmit data?

Data are typically retained on servers located within the country or region of use. For some countries, data are 
processed on servers in nearby regions and/or regions designated by the country of use as providing adequate 
levels of protection for data and personal information - for a full list of servers and the countries they service, 
see https://www.lifewhisperer.com/personal-information-location/. Where servers are located within the 
country of use, there may still be some limited circumstances where personal information needs to be 
transferred outside of the country (for example, to comply with legal obligations). In all cases, Life Whisperer 
takes safeguards to ensure that personal information remains protected in compliance with applicable privacy 
laws, and requires any third-party service providers and partners (e.g. cloud service providers) to similarly take 
measures to protect personal information.

For Life Whisperer, one of the legal bases for collecting, storing, processing, and transmitting personal data is 
obtaining patient consent. When adding new patients to Life Whisperer, users are required to confirm that they 
have obtained and stored the executed Patient Privacy Notice, which is available through the ‘Help’ menu in 
the Life Whisperer application.
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What level of patient information is visible to Life Whisperer staff or any 
distributors?

In general, staff at Life Whisperer or any distributors or partners do not have any access to patient information 
stored in the Life Whisperer application, such as patient name, date of birth, or email. For administrative tasks 
such as management of clients and software maintenance, staff have access to an independent administrative 
portal, which does not link to the user interface which clinics see.

In limited circumstances some patient information may be viewed or downloaded from the production 
environment (e.g. to assist the IVF clinic in a query, or to meet post-market obligations). When this occurs, every 
care is taken to use anonymized (de-identified) information where possible, such that the patient cannot be 
identified from the data being analyzed. Only authorized Life Whisperer personnel with appropriate training 
have the ability to access patient data from the production environment, such as technical or regulatory staff, 
and access is limited using a series of safeguards including unique passwords, multi-factor authentication, etc. 
For more information, refer to the Patient Privacy Notice (available through the ‘Help’ menu in the Life 
Whisperer application).

What data are held and for how long? What happens to data after a clinic 
stops using Life Whisperer?

All data entered by the clinic are typically stored on the servers indefinitely, unless otherwise requested by the 
patient or clinic. The patient or clinic can at any time request for their data to be modified or removed from the 
records stored as part of the software, to the extent permitted by law and as described in the Patient Privacy 
Notice. Users from the clinic may edit or ‘soft-delete’ records themselves, which visibly removes the record from 
the application interface. However, these soft-deleted records are still stored on the servers in case of 
accidental deletion. On request to permanently delete records, data are then deleted from the production 
environment by authorized personnel.

Note that Life Whisperer has contracted the services of independent data representatives in the EEA, UK, and 
Turkey, as per applicable law. Any requests to modify or delete data from users in these regions should be 
addressed to these representatives, as described in the Patient Privacy Notice (available through the ‘Help’ 
menu in the Life Whisperer application).

Does Life Whisperer have a DPIA document in place?

Yes, Life Whisperer has performed an evaluation and has a Data Protection Impact Assessment (DPIA) in place 
stored on our internal quality management system. This document is relevant to the European GDPR (and other 
countries which base their core data privacy tenants on the GDPR).
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Can we sign standard contractual clauses (SCCs) with Life Whisperer 
Diagnostics?

Yes, the SCCs actually form part of the overall Platform Agreement to use Life Whisperer for clinics in the EEA or 
the UK, as applicable. Relevant information is provided and the SCCs are signed by your clinic’s primary Admin 
user when they first login to use the Life Whisperer application. All agreements including the SCCs are provided 
and signed electronically within the application itself. 

If you would like a copy of the fully executed SCCs, you can access this from the ‘About’ menu within the Life 
Whisperer application under ‘Policies and Agreements’. If you are based in the EEA, or in a country that uses Life 
Whisperer through the EU server (see https://www.lifewhisperer.com/personal-information-location/), you will 
find the SCCs under ‘Schedule 4 – EEA Data Agreement’. This Agreement supports compliance with the EU 
GDPR. If you are based in the United Kingdom (UK), you will find the SCCs under ‘Schedule 3 – UK Data 
Agreement’. This Agreement supports compliance with the UK Data Protection Act. 

How are images and data encrypted and secured?

Images and data are primarily stored within the software application on cloud-based servers run by Amazon 
Web Services (AWS), which holds ISO:27001 certification. Strict physical and electronic security measures are 
applied to protect records which contain personal information. The organization of services complies with 
HIPAA and GDPR regulations, as well as privacy regulations relevant to other regions where Life Whisperer is 
available. 

Data entered into the application server are encrypted, and stored in either a regional RDS server, or an ‘s3’ 
storage service, in a manner that avoids movement out of the respective jurisdiction. Personal data, including 
personal health data, are stored on the RDS server, which uses Advanced Encryption Standard (AES) to encrypt 
all data at rest. Data are anonymized prior to any transfer or use within the system, and HTTPS encryption is 
also applied to data being transferred as an additional safeguard. All components other than the web browser 
are encapsulated within a virtual private cloud that includes a set of network security features designed to align 
with requirements of relevant privacy laws. All electronic systems used in the Life Whisperer application are 
restricted and regularly audited.

How are data backed up?

The Life Whisperer development team performs complete backups of the system and manages backup media. 
Automated backup services are employed daily to backup systems that specifically store, transmit, or process 
any patient information, such as the RDS database and AWS S3 system.  Processes are set to manually or 
automatically replicate across availability zones within a region, with an estimated uptime of 99.99% per year.
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Life Whisperer is intended to be used as clinical decision support to 
aid in the selection of embryos during in vitro fertilization (IVF) 
procedures. It is not intended to be used as direct diagnostics. Any 
treatment decisions should be made in combination with other 
methods of embryo evaluation, and the user’s own expert opinion, 
according to institutional procedures. 

Authorized for sale in Australia, New Zealand, Canada, Europe (EEA),
UK, Turkey, Israel, Japan, India, Hong Kong, Malaysia,
Thailand, Vietnam, Singapore, UAE, Guyana, and Trinidad & Tobago.

A product by HIPAA and GDPR compliant 
and ISO 13485 certified 
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