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CYBERSECURITY 

ORGANISATION OF SERVICES 

Life Whisperer utilises the services of Amazon Web Services (AWS), a cloud computing provider, in combination 
with custom-built components specific to the software application. The organisation of services and 
technologies follows a format to comply with HIPAA and GDPR regulations for handling personal data (also 
known as personally identifiable information, protected health information (PHI), personal health data, etc.), 
and ensuring data privacy. Life Whisperer has entered into a Business Associate Agreement with AWS for 
compliance with HIPAA, and a Data Processing Agreement with AWS for compliance with GDPR. 
 
Figure 1 shows the configuration of linked services involved in the Life Whisperer product. Arrows indicate the 
direction of flow and transfer of data from one service to another, and each box indicates a service where data 
can be stored at rest.  
 

 

 

Figure 1: Organisation of services and technologies 
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HANDLING PERSONAL DATA 

The definition of services shown in Figure 1 and associated methods for protection of personal data are as 
follows: 

• Browser: The browser represents the user interface for the Life Whisperer application. It consists of a web 
browser on a computer or mobile device, such as Safari, Edge, Explorer, Chrome, or Firefox. The browser 
facilitates communication with the Life Whisperer web server. 

• Web server: The Life Whisperer web server functions to store, process and deliver information between 
the browser and cloud-based components of the system, i.e., the database, the storage system, and the 
model server. All personal data stored or processed using the web server are encrypted (e.g., using HTTPS 
with a Transport Layer Security (TLS) protocol). 

• Relational database service (RDS): The RDS represents the Life Whisperer database in which patient, user, 
embryo, and clinic information is stored. The RDS is HIPAA and GDPR compliant, offering encryption of all 
storage volumes and all network traffic containing personal data during transit. 

• Storage service: Life Whisperer uses a storage service to store embryo images in a de-identified manner 
prior to sending them to the model server for analysis. The storage service uses Advanced Encryption 
Standard (AES) encryption for data at rest, and connections containing personal data must accept 
encrypted transport  

• Long-term storage service: Life Whisperer uses a long-term file storage web service for archiving inactive 
logs. AES encryption is used for data at rest, and connections containing personal data must accept 
encrypted transport (HTTPS). Personal data is not used in any archives, vault names, or metadata. 

• (HTTPS). Data are stored in a format that removes the original file name and information in the file name, 
and replaces it with a unique ID code, which is a non-reversible de-identified hash code using 256-bit SHA. 
The original file name is stored in the encrypted RDS so that it may be retrieved by the user. 

• Message queueing service: The message queueing service is used for asynchronous communication 
between the web server and model server. Communications via the queueing service should not contain 
personal data, as images are de-identified via the storage service before being sent to the model server. 
However, communications via the message queueing service are still encrypted using HTTPS as a 
precaution. 

• Model server: The Life Whisperer model server runs the machine learning and assessment algorithms to 
provide an inference result for each embryo image. All information containing personal data is encrypted 
or de-identified via the storage service before being sent to the model server. 

• Virtual Private Cloud (VPC): The Life Whisperer system is encapsulated within a VPC that includes a set of 
network security features designed to align with HIPAA and GDPR requirements. The VPC includes features 
such as stateless network access control lists and dynamic reassignment of instances into stateful security 
groups to protect from unauthorised network access. The VPC logs provide an audit trail of accepted and 
rejected connections to instances processing, transmitting, or storing personal data. 
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CYBERSECURITY FEATURES 

General Security Features 
AWS services used in the Life Whisperer application are configured to detect and prevent all security 
compromises, malware, or viruses. Each service used as part of the Life Whisperer application has been 
configured so that encryption and logging are enabled where available. 
 

Security Information for the User 
• Recommended cybersecurity controls: Users should install standard anti-virus, anti-malware, and firewall 

protections on the local device where Life Whisperer will be used. 

• Backup and restore features: Backup and restore features are the responsibility of the Life Whisperer 
development team. Standard users are not required or allowed to implement any procedures for backup. 
For issues relating to backup and restore features, contact Life Whisperer support at: 
support@lifewhisperer.com. 

• Supporting infrastructure requirements: The application is a cloud-based software program and therefore 
specific infrastructure requirements are not required to be configured by the user. The application is 
accessed using a standard web browser on a computer or mobile device. 

• Availability of software for download: The application is cloud-based and therefore users do not need to 
download any software for installation. 

• Security notifications: Notification of a security event is not automated. Appropriate Life Whisperer 
personnel will notify users of continuing developments following an incident, including during the 
identification, containment, eradication, and recovery phases, via email or phone as required. 

• Response to a security incident: Users are advised to contact Life Whisperer immediately on detection of a 
suspected incident. Appropriate staff can be notified at: support@lifewhisperer.com. Secure network 
deployment and servicing is not necessary for actioning a cybersecurity vulnerability or incident. 

 

System Diagrams 
The system diagram for the Life Whisperer application is shown in Figure 2. The network ports used in this 
system are: 

• Port 443: Local port used for bi-directional HTTPS connections between the browser and web server. 

• Port 80: Located within AWS and used for bi-directional HTTP connections during deployment of the 
application. 
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Technical Information 

Device features that protect critical functionality include encryption at rest for all data stored on services. Life 
Whisperer servers mandatorily have different cryptographic keys associated with them, preventing the use of 
one key to access multiple hardware or server types. Secure configurations include hardware and software 
firewalls to segment data, prevent unauthorised access, and monitor traffic for DoS attacks. The configuration 
of libraries and packages used for servers are specified using Docker, and the automatic deployment and 
management of servers uses Jenkins. These are combined for secure, continuous integration. 
 
Auditing processes address access and activity at the user, application, system, and network levels. This 
includes monitoring and logging all identification and authentication attempts, data and services accessed or 
modified, and network operations, penetrations, and vulnerabilities. Auditing processes address date and time 
of each log-on attempt, date and time of each log-off attempt, devices used, functions performed, etc. The 
application utilises file system monitoring to assure the integrity of file system data, and process monitoring 
tools throughout its environment. 
 
The software logs all incoming and outgoing traffic into and out of its environment, and records snapshots of 
the ‘before’ and ‘after’ state of the modified or accessed data, using the Envers library. This includes all 
successful and failed attempts at data access and editing. Data associated with this data includes origin, 
destination, time, etc. Audit logs are protected from unauthorised access or modification, and the information 
they contain are only made available if needed to evaluate a security incident, or for routine audit activities.  
 
 
 

Figure 2: System architecture design 
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Audit logs containing all read and write access, and any changes are stored in the Life Whisperer database 
(RDS). The logs are protected in transit and encrypted at rest to control access to the content of the logs. The 
database stores all changes to records, including before/after snapshots, which are also stored in the database, 
so that any changes can be recovered or compared. The database is also backed up daily and a full backup 
record is kept for 7 days. From existing backups, the whole database may be restored, or just the individual 
entry that has been compromised. A Cybersecurity Bill of Materials (CBOM) is provided as part of the software 
application; it can be accessed via a link in the ‘About’ page. 
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